Canada Post Security Portal login with MFA enabled
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A) FIRST TIME REGISTRATION

You must sign up with your email address as the first step on the Canada Post Security Portal to access any information.

1. You will have received an email invitation to login to the Canada Post Security portal. On the “invitation” email
received, click on the link provided - “Access here to redeem your invitation”.

Please log in to the portal by redeeming the code provided in the link below.

redeem your invitation.

To note: This invitation code is valid for 2 months from the date you received the email.

2. You will be brought to the Canada Post Security portal > Redeem invitation page with your unique Invitation code
populated.

e ® Signintoanaccount | @ Frangais

«Jsign in Redeem invitation

You can redeem your invitation code here.

« Click Register to c
« Onthe next

ue with redeeming your invitation code.
n, click Sign up now, add your email and enter the verification code received. Once successfully verified you can enter a new password

Should you have any questions, please contact us at personnel

Sign up with an invitation code

3. Click Register. A message will be displayed showing that the invitation code is being redeemed.

e ® signintoanaccount | @ Francais
«Jsign in Redeem invitation
€ Redeeming code: b bhi-Q d p 16WL1a4g i iuU-ZIrfVUjFCOAQUATgio-GOXNKTetPc-

Register using an external account

4. Click Proceed to sign in interface. You will be brought to the Sign in interface.




©
Sign in

Sign in with your email address

[ Email Address

Forgot your password?

Don't have an account?  Sign up now

5. For a first-time registration, click ‘Sign up now’.

©
Sign in

Sign in with your email address

‘ Email Address

Password

Forgot your passwaord?

Sign in

Don't have an account?| Sign up now




€ Cancel

©

User Details

Email Address

Send verification code

Mew Password

Confirm New Password

Enter the email address that received the invitation email.
To note: Please do not use any other email address - the email has to match the one that received the invitation

email.

Click ‘Send verification Code’. A one-time code will be sent to the email address entered to verify your sign up.




€ Cancel

>

User Detalils

r.cross@mailinator.com

Send verification code

Mew Password

Confirm Mew Password

8. Enter the verification code received by email.

Verify your email address

Thanks for verifying your r.cross@mailinator.com account!

Your code is: 016810

Sincerely,
Dev-CP-B2C

This miessage was sent from an unmonitored email address. Please do not
reply to this meszage.




£ Cancel

©

User Details

Verification code has been sent to your inbox. Please copy
it to the input box below.

r.cross@mailinator.com

016810

Verify code Send new code

Mew Password

Confirm Mew Password

9. Click ‘Verify Code’.




< Cancel

>

User Details

E-mail address verified. You can now continue,

r.ocross@mailinator.com

Change e-mail

Mew Passwaord

Confirm Mew Password

10. Enter a New Password and add the same to Confirm New Password

Conditions for the password:
The password must be between 8 and 64 characters.
The password must have at least 3 of the following:
- a lowercase letter
- an uppercase letter
- a digit
- a symbol




< Cancel

©

User Detalils

E-mail address verified. You can now continue,

r.cross@mailinator.com

Change e-mail

To note: Do not click on ‘Change e-mail’.

11. Click ‘Create’ once you have added your password. Two options to sign up for a 2-factor authentication or Multi-
factor authentication (MFA) will be displayed: Phone to get a SMS or Phone call OR Email.




< Cancel

©

Please select your preferred MFA method

a. Phone
e With Phone selected, click Continue

e Select the right Country code applicable to your phone number, enter your phone number and click Send
code or Call.
To note: Please ensure you use a Phone number that you can use for all future logins as this 2-step
authentication method will be utilized for all future logins.

¢ Cancel

©

Multi-factor
authentication

Enter a number below that we can send a code via SMS
or phone to authenticate you.

Country Code

Canada (+1)

Phone Mumber

Send Code

call Me

e Enter the code received and click Verify code.




To note: You click ‘Send a new code’ if you don’t receive a code or the code doesn’t work.

£ Cancel

©

Multi-factor
authentication

Enter a number below that we can send a code via SMS
or phane to authenticate you.

Enter your verification code below, or send a new code

645123

e Once code is verified, you will be successfully logged in.

b. Email
e With Email selected, click Continue.
e The email used for first time registration will be pre-populated. Click ‘Send verification code’.




< Cancel

©

Verification is necessary. Please click Send button.
Email Address

h.gyll@mailinator.com

Continue

Send verification code

< Cancel

©

Verification code has been sent to your inbox. Please copy it
to the input box below.
Email Address

‘ h.gyll@mailinator.com

Verification code

Verification code

e Enter the code received and click Verify code.
To note: You click ‘Send new code’ if you don’t receive a code or the code doesn’t work.

e Once code is verified, Click Continue. You will be successfully logged in.
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B) HOW TO LOGIN

After you Sign up as the first step, you can sign into the Canada Post Security Portal using the following steps.

1. Open the portal and click Sign in to an account
[>]

Security
Services Portal

Canada Post

'aca Post Corporation Act andis protected by Canada's Privacy Act and Canada Pasts Privacy Policy.

and (), 12, and 18 of the

oIt

it of the applicable type of rmation you submit directly to Canada Post, and information gathere

all of which may leax

3 You have the right to file Office of the Pri

@ Sionintoanaccount | @ Francais

Dsignin | Fech
« Ifyou have nct et . click the ink in to proceed to the Redeem invitation page.
+ IFyou have previously redsemad an invitatian cade, pisass click "Procee to sign i nterface".

Should you have any questions, plesse at

Sign in with an external account

Sign in

Sign in with your email address

‘ Email Address

| Password

Forgot your password?

Don't have an account?  Sign up now

3. Enter the email address and password you entered at first time registration.
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>
Sign in

Sign in with your email address

‘ r.cross@mailinator.com

Forgot your password?

Sign in

Don't have an account?  Sign up now

4. Click ‘Sign in’.
a. If you selected Phone during MFA sign up, click ‘Send Code’ or ‘Call Me’ to get a SMS or Phone call will be
displayed.

€ Cancel

©

User Details

We have the following number on record for you, We can

send a code via SMS or phone to authenticate you.

K- .

call me
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Enter the code received and click Verify code. Once code is verified, Click Continue. You will be successfully
logged in.

£ Cancel

©

Multi-factor
authentication

Enter a number below that we can send a code via SMS
or phone to authenticate you.

Enter your verification code below, or send a new code

645123

Verify Code

b. If you selected Email during MFA sign up, click ‘Send verification code’.

< Cancel

©

Verification is necessary. Please click Send button.
Email Address

‘ h.gyll@mailinator.com

Send verification code
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< Cancel

©

Verification code has been sent to your inbox. Please copy it
to the input box below.
Email Address

‘ h.gyll@mailinator.com

Verification code

Verification code

Enter the code received and click Verify code.
Once code is verified, Click Continue. You will be successfully logged in.
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C) HOW TO CHANGE YOUR PASSWORD

If you don’t remember your password to sign into the Canada Post Security Portal, use the following steps.

1. Open the portal and click Sign in to an account
[>) ®

@ Francais

Security
Services Portal

Canada Post

all of which may lead o a

reening).

3 You have the right to file

« IFyou have nat yet , click the link in to proceed to the Redeem invitation page.
« Ifyou have previously redeemed an invitation cade, please click "Praceed to sign in interface”.

Should you have

signin with an external account

Sign in

Sign in with your email address

‘ Email Address

| Password

Forgot your password?

Don't have an account?  Sign up now

3. Click Forgot your password?
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< Cancel

©

verification is necessary. Please click Send button.

Email Address

Email Address

Send verification code

Continue

4. Enter your Email address and click Send verification code. Enter the code received.
To note: Please use the email address that received the invitation to portal and was used for first time registration.
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£ Cancel

©

verification code has been sent to your inbox. Please copy
it to the input box below.

Email Address

i %

r.cross@mailinator.com

267724

Verify code Send new code
Continue

5. Once verified, click Continue.

< Cancel
. A
E-mail address verified. You can now continue.Email
Address

r.cross@mailinator.com ]

Continue

Change e-mail

6. Enter the code received via your phone number and click Verify code.
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£ Cancel

>

We have the following number on record for you. We can
send a code via SMS or phone to authenticate you.

PR et

Enter your verification code below, or send a new code

7. Enter the new password and confirm the same.

< Cancel

MNew Password

Confirm New Password

Continue

8. Click Continue. Once successfully logs in and can use the new password to login again.
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